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-CPS (Certification Practices Statement)
DR ERRE. CPTRESN-AHZZARBDERICERT H-ODEREFIE.
HRRUNEREDIEEREFRFLFMICRELE-XE
- CRL(Certificate Revocation List)
BAHARATICEKZLI-EEBAE DHBI Rk, CAIZE DT DRIV EL DT EEND,
*FIPS(Federal Information Processing Standard)
KEESERLEBIZE, FIPS140-2(FRE S ED 21— LEFHBOEE,
*HPCI(High Performance Computing Infrastructure)
BHMNANTH—IV R AVE1—T 42T A2 TSN, ACP/CPSTIE. HPCIE
BT S E - AL —DEROHPCIRIEEL TEREN ST AT LEHPCIV AT Lk

LMD,

-HPCI-ID
HPCIZFIF T 51— EICHKTINSGL=—VIID, FEHAKEINZEH>THLHPCI-IDIE
EHBHELY,

"HPCI7 Ak

HPCHRIEICL T WS A AT BN TH IV, 1—H I, HPCIZ A U fEH
LEEBAZEH TR T LRHTA UM VAEHAERITRIEEZTI,

*OID(Object Identifier)

BFMEHEEICRAITAH=OIC FROBKREFEERICEIY B TONHAF. — &
[CHET A-HIZV)—BETEESIND,

*PKCS(Public Key Cryptography Standards)

KEIRSATARAMIRIBT . BET7ITVXLLGEEDESEEDEBIZETE5T7T)
=23 QR—EE) T4 EEGREE BEL-ERIZEE,
PKCS#12: A ANRBE RRICE 9 H15%

*PKI(Public Key Infrastructure)
ARBROELMZRIET A LFBIAAELFRAT 5O DER , KAREE (KAHER)
EAA—RYh ETEYBEE (R ITIT5-H DERE,

*RA(Registration Authority)

BERR. PKI AT LNDFAEDEFREITI. AHRBEASORIT. KHBPEEZEER
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EEN
*RSA (Rivest-Shamir-Adleman)
BERL—BRNLGARBRES AKX, TRICKEE2ODOZRHEHITELE-HOERR
BOMBOHLOLEBSRMORERLL TS,
-FTEAA
BB OFEEE. KRB RUKRRFICETIREFIXZEITENOZTSICEDHSHH,
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2. /AFaﬁtnrqu)EJU-l_\/FUO)EEE
2.1 ntbnl—t%u-k/f‘u

BEERVARIMIE. ROZHFERUVEFEES,
A CP/CPSI2. 2 FEFAEMO NI TRESNDEHRE AL, SIAEFI AE
RUGERAZ R B IS HBEEFHRKR U CRL DIRFEZEAREET Do
EHRTHICED—BEIAEIEZRE, 24 B 365 BOREMGEREZEHIZE
ER
EHRFZFICKYFORABIROMNZELIELIEN T MO TVSIEE(E,
EALEHNEIT. BH. REFFOLE/LEVGEEE. FHEHMETIELTS
ZEDBHB,
RETSHCRLICEALTERSNI-BETORED CRL THHZEFRIELELY,
RILRIRORNICEFIN-IFROREETI.

2. 2 FEEATEERD A

LT O1E#R#% HPCI RRELRAEE T SRRV ARIN) L TART S,
& 2-1 HPCI /D ARIER
XE4 22 BASE (URL)
CASIBARZED T4 H—T Uk, https://iwww.hpci.nii.ac.jp/ca/
Z 0t HPCI FRELBICE T H1E R

HPCI §25L/S CA SEBAZE https://www.hpci.nii.ac.jp/ca/hpcica.cer
CRL http://www.hpci.nii.ac.jp/ca/hpcica_crl.der
CP/CPS https://www.hpci.nii.ac.jp/ca/hpcicacps.pd

f

BE.HPCIV R T LDREHFEFHEERUFARIEEZFICOULTIE, HPCIOVY—L 7 L
DFEMIZHES,

2. 3 AHOREIAXIIHEE

FHROARBEIL. RDEBYET D,
CA SEBAZ R U CA SEBAZ M 7, H—TU &, CA SEBAZERITOHE. 23
BURSKIIZTAREINS,
CRL [&. CRL 1T (GEBAZ &%) DEBE R UA CP/CPSI4. 9. 7 CRL 1T
HIITHET I EHNEEHONEICKYRIIRURSMIICTAREINS,
A CP/CPS RUZFDth HPCI BB =BT A1EH(T. BEHOLE. RAF/YR
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TMJIZTARSN S,

REERIAROMICHT TV EREE

ACP/CPSI2. 2 FIARIRD ARIICEET 2 LFIFHRIL. SROFRETHEL,
FEERDEHICDONTIE, HPCIEZER DER D HHEDAHMTASEIT I AKIRELT
Do
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3. Al KRUEER
3.1 £l
3. 1.1 ZHIDEE
HPCIFREE R A F1T9 HEEFAE DA A4 (&, X.500 385 % (DN : Distinguished Name) D %
RITHLEET S.
3.1. 2 ZHIOERICEATLIEN
HPCI BREE RN R1TT BAEICH LT, BRTELTHEASN DI BIEE SR 3-1 ISR,

x® 3-1 GIAETHERAIIENM

ERAITLEM kS BREE

aA—HZEHPCI-ID [A—T#L (AR H

(D547 EEERE) A—<=)HPCI-ID]
commonName -

KA GRREBAE) [FQDN]

Y—ERA (Y—EXGEAE) | [f—EX£A/FQDN]
organizationalUnitName | $R#8 B4 HPCI(EE)
organizationName Bk NIl (EE)
countryName E4 JP (EE)

54T REBAZE®D commonName (&, SEBAZERITU AT LM, HPCI 7HH Uk IdP EFH
MBS SAML 7H—avICTRIETHEMZLEIC.HPClI EHEHRBRABNLEHET
HPCI-ID ¢t RFRAFMEL. RET S,
3.1.3 FIAEDESA. RBIZTDOLVTHOEHR

BRELEL,

3.1. 4 BRDAFEAEZHBRT5-HDDIL—IL
ERATRHAL L. & 3-1 TEHABANZHES,

3.1.5 AAID—EMH

ISATURERZEX, A—F IS L—EIZf T 5ENn 5 HPCI-ID A& ICET, Fi=.
RA [CEWWT, EELTULAHEANB I EELLGWLAIEREFITICEIZKY ., BEIO—EHE
REET B,
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3. 1. 6 BEZEDEH. RAXRUVERE

RELEL,

3. 2 WIHBERFDHR

IS4 T URERE ., RAMEAZR VY —E RSEBAEF IR T T IEOER A%
[ZDWTHRET %,

3.2. 1 MERBOHAZIRILYT H7HE

(1) 9547 EEERE
HSA4TFUMNIBEOHZRIL. SIAEEES RTLRNICEVTHERT 510, 1
—FIEMEHREHREFLLEL,
(2) IRRAMEERAE . Y —EXGEAE
HPCI ZREER (. SEBAEHITEK (CSR) DE R DIRIEFITLN. EFEN TS 06
ISR ST AMERBTERINTVWAEICIYMEROFAEZERT 5,

3. 2. 2 HEBDER

EERREF FAEDORBEHABO =AML, HPCI ERAEEEM HPCI S AT LD FIA
HEFHICBLTERT S,

3.2. 3 FAEDHEE

(1) A—H DR

2A—HOHAIE, HPCI-ID EEEEDOFIAEZANTI. BFEEEEIL. B5E
BA—HDIANEBEMETEHSHOIE—42FAEZHATEIZTIRTT 5. FIH
BRI BEEREOSEMNEESHENBEICTHRALZLT,. 2—YDYRR
RRSNEEEMEEMMIE—I—BL TV ERERET L. 46, 1—FDEE
FEEFANELLBELEDTHAIN . BEEEENEREATHDILERIRET
5, A= DERAICEENBEH INTWVENES X BEEEFICOVTIEFA
EZAH, BEEEFUNDOI—HICOWTITHBEEEEN. TNTLI1I—FD
BEEMEANESFHRTILICKY., YZEHIMFEEMFEENIIERAZFICR
Do
(2) RRMEBE . Y —EXEBEEDOMHER
RAMEEERUVY—EXBEEEFEOHA L. HPCI-ID EEMEDOFAEZMAHIT
S, RAMEBERUY—ERBEEE (L. RAMRUY—ERLEZIAEZMAA~
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HMEIZTRTT . FIAEZME. RRANEBERUV Y —EXREBENDEEMNES
SNIEREICTHERAL, RRMEEERUY—ERBEEEDOFRBRHEBN R RSN
RAMERUHY—ERZIZEFEND FAQDN E—HBLTWSNEHERET D, hANEE
ZERUVY—EREBEDENIEICEENMBHINTOVAWNGE I, FIFEZMEN
RAMEBERUY—EREBEDEEMNEAXELHRTHILITELY . BEES
EEEMNEFGDIEERFICHRD.
HEH . ERMEB HPCI BRI B LR — DY AT LDER Y —/\DRANEEE D
A&, HPCI BB DR R/ EEEMNTAD LD ET B,

3. 2. 4 BEMNRELLZWLWFIAEER
K& . FiIROAEF AL, ZOMOERICOVTIEBEEICF ALLL,

3.2.5 #BRDE L 4EMESR

HPCI-ID ‘S4B (L. HPCL EAEBR N EE T A1FMICLY ., —F AR AEKRES
LTLBhERERT S,
3.2. 6 tHEERMEE

BRELEL,

3. 3 BEFEABEFOBAEEE
3.3. 1 BOTEHEHBFORRELEEE

SEEAZEEFHBF DRI LEREE L. HPCI-ID BIE#EAICELVTUTERERLIIBEIZRY.
FAEZATONEAAEREERATEEET S,
BIEIDARANERETo-AIBAERENDS 5 FELUNTHLHZL
AERER AE OB, SIFAEZE R E B A (subject) ITEEMNEIN &
HPCI 7A U hhifish b2 &
FRRICERB LGN LZRERELIIGEIE. A CP/CPS 3. 2. 2 #ABOERIRUTS.
2. 3 FIAEDHRIIBLTEDLFHREIZHRS,

3.3.2 9&})]1&@&%?55#0)&5”&.:.”

LNEOBERTHOMERAERE L. A CP/CPS 3. 2. 2 #A#NFERIRUI3. 2. 3
FIRBEBDHERIIZBWLWTEOHAFHREEIZHES,
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3. 4 KINEFERDHRIERE

SEBAZE D REhEREERICH T DA LREEE. & CP/CPS 3. 2. 2 #ABOHEZR IRV
3. 2. 3 FIAEBOHEZIZBVTEDSIFHEICEOINTIT,

SEBAEDARMBEE. BEEEENEETION. RRZETIEESE. FIAERA
NODRMAR T A—ILIZKDEBPFELZ T HTE, REDHEE. RAERIEESH
EENEICEYRANZHERT 5. A —ILDZEIE HPCl EREHBRICEFEADA—IL
TRLANSDEHETHLHLEHERT D,

F. ZOMDETH>TH. VAT MEIAE . RRMIAZER VY —E RFEBAEIC

ST HMERANFR. RIFFIALTWSESTILIYX LN EIRIELI-CEAERBASH.

ZORLMENRBTEBAL, KYPEERITHTD.
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SEBAE DAY AVIVIZK T HER LEDEH

D47 UNEAE . RAMIAZER U —ERGEAEDEREHICOLT, LLTFICE
H5,

4.1 FEBAZEHEE

ODSATURERRZEDBEEIL. HPCl SR TLFADA®D HPCI 7HOUMRTHEIZE
FNb.HPCI 7HOUMRITHEICKY ., SIAZOHRTHELITONI-EDET S,

RAMEAE. —EXEAZEDBFEE., HPCI BRAERNEHLIRITHESICKVREE
EITO0DET S

4. 1.1 GIAEHFEZIREIIENTEDE

HPCI-ID BRI~ DIIAZSRITHEIL. REFEAEE. RAMNEEERVY—ERE

BEMNTI.
HPCI BREERICH T 24 U SAVEEAERITAEL, 12— RAMEBRERVY—E
AEBEEMTIDOET Do

4.1.2 HEFERVERE
(1) 9247 FEERE
A—H . BEMNEENHDIE—FHEEETENRE TS BEEEEE. 1R
HENF-BEEMEH DD IE L MEEAL. HPCIHID EE#4EA D FIAE Z AR

95, BFEEEEE. HPCIHID EEMEAICL. ERAHEREIRALGTNIEGESA
LYo

(2) RAMERE. Y—ERGIHE
RANEBERUY—EREEE L. TEMERN . RAMRUY—ERE%

% HPCI-ID EE#EADF AEZHNREH TS, RRAMEEBERVY—EXREERBE (X
HPCI-ID BIEH#ERIZxtL ., EREABHRER RTLETNIEES0,

4. 2 FEAZHEDFHS

4. 2.1 HAKRUZBIEDE

HPCH:EREHKR KRV HPCI 7AU U IdP EA#EE L. &< CP/CPSI3. 2. 2 A O

BIRUIG. 2. 3 FIAEDHERIZELZIEEFTS.

HPCI R 1%. SEBAZEFIAE N HPCI-ID EHEEICH(TAEEEZ(T
EHAISNTWAILERHERT D,

EERERT
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4. 2.2 AEFEOARBRVEAT

HPCI-ID EXE#EEIL. BFEEEE . RAMEBEERU Y —EXEBREDBRBENEICH
BMELCHIMLI-I5E . BEETRET S,

HPCI FBEE/B . HPCI-ID BEHBICKETABEENRICHEN GV LHIMLISE | B
BHEFAENSDA U TIVIIAERITUEEZET S,

4. 2. 3 FIBAZERFDONIERR

(1) 95A4F7UNIERE
HPCI 7A b 1dP ;ER#EIL. BEZZEL-HOZEANMSEELT 5 BURN
(LEZHMEANICFIEARBLAHIEEE. ZOBHEMELHM) (. HPCI7AD U~
ERITL. I—FA~NBHNEIT,
(2) RAMEERAE . Y —EREEAE
HPCI 7A b 1dP ;ER#EIL. BEZZEL-HOZEAMSEELT 5 BURN
(LEZHBEANICFIEARBLAHDIEEE. ZOBHEMELHM) (2. HPCI R/~
DREFEIWDELGEREZRANEBEERVY—EREEE~EMNT 5,

4. 3 FGEBAEHIT
4. 3.1 GIAZEOHRITLE

(1) 9547 NERE
A—HE HPCl 7hVUbEERAL. SIAERITO AT LN SIIAERFRFROA
HETS5, EHERITURT LS A—F ORIERIIHAEEE S R T LANEDS
N AAEEEIRATLARNTRETSA1—VORRTEERT 5, AIAEEEIX
T LMD RA H—/NAFEAEFKITHFELEMNT S, RA H—/3E, CA H—/\~IH
ERTERETV.CAH—NITEWTISAT7UNIAENERSN S,
HPCI FREERMNoFITINT=ITAT U MERAEL. SIFAZEEES AT LIRS
%,
(2) RAMEERAE . Y —ERGEAE
RAMEBRERUVY—EREEE L. TNTNOY—/\ETERTEERL. HPCI
IR ANEHERITER(CSR) T E 1T 5, HPCI FRBEE/FIE. CSR ZMEHE. K
CP/CPSI3. 2. 1 MEBOMBLRILT A EIITHVMREEZITL . RRAMEAE
BRUHY—ERGIHAEEHTT 5,
HPCI FRBEERM SHFHITINTARRANIAEZE RV Y —ERFIAE L. RRMNEEER
UH—EREBEANTUSAUICTEFEIND,
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4. 3.2 FIFAEA~DEL
(1) 9547 NEBRE
95AT U REBREHTE . HPCI-ID EEHEEICSVLWTEELTWAI—H D A—
JLPRELAZFIAL. SIAZEEES AT LN A —FARITEANZTS.
(2) ;RRMEEBRZE ., H—E RZIBRE
HPCI S2SE/M O DRAMIBAER UV Y —E RFBHAZDEFEE->T. RANEESE
RUYS—ERBEEE~ADBEMET S,
4. 4 FIEREZTE
4. 4. 1 SIFAEZ5EMER

(1) 95A4TF7 U NIRAE
A—HHRAEEEIRTLNSYSATUNIBAEESI Do O—RF5I&I2KY,
ZHEET D A I A—RLEWNMERIE. VAT U NMEBAENIAEEEI X T LN
ANEEN R CTA—YNZELIEAET,
(2) RRANIERAE. —EXJIAE
RAMEAERUVY—ERIAEZEAF R, RAMEEERUY—EXEBEINHRK
[CRRENDIBABANBETHER T S EICLYZEET D,
4. 4. 2 BHERBICEAIRED /N

D34 T UREAZE . RAMEAZER VY —ERGERAE (L, AFLEL,

4. 4. 3 thOBERE~OETAM

RELEL,

4.5 BERTLABAEDHAE
4.5 1 FEEFOMERLATAEZEDFER

A CP/CPSI1. 4. 1 SIBAEDARZEIITHRET HHRICEWLWTERT %,

4.5. 2 BRIEBEICEHFIAE D AR EIAEDF A

A CP/CPSI1. 4. 1 SEIBHEDARIHAET SHRICEVWTHERT S,
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4.6 BEHEEDOLTVGIAEEH
HPCI SRS/ TIE. ETHIREDEHFIILITRBRTOEHFHSIEEL. BEHE
FHILEVEERREREFE. 1TH7E0,
4.7 BEHEHOIIAEEH
4. 7.1 SERAEEHINITHONDES
UTDGEICEIBAEEHFITI,
SIBHEOADHRNE T 5546
FRAEMEZEROEHRIECIBAENSFELERFICLLIIHELAMRICERST
#1158
4.7. 2 (IBAEDOEHRBFZTTOE
HEEEE. RRAMEEERUVY—EXEEE (L. HPCIHID SIS LIIBAZED
BHBREEITO,
4.7.3 IRAZEEFFHAFOLIE

(1) SEBREDEMEMMNET I 558
DS54 TUNEHE . RRAMIBAERUY—ERIBAEDEFHULE(LX, KX CP/CPS
[4.1 SERAEBRFE~4. 4 (IAERZBEILRAKDOFIETITI. =1L T4. 2. 1 &
BBROZEEDERIZDNTIX. 3. 3. 1 BOTHFEHRBEO BRI SIS,
BRI ASHRUIND 1 ¥ BRI SATEEET D,
(2) SEFAERMERICEREITEITIEGSE
KMBEOBREITHEL. K CP/CPSM4. 1 SIBAERE~4. 4 SIAEZMHEIEH
HROFIETITS,

4.7. 4 FIAEICHT HAAEREH DR

A CP/CPSl4. 3. 2 FIFAEZEA~DBERIIZHES,

4.7.5 BHINIAIAZDZEMHES

A CP/CPSl4. 4. 1 FIBAEZEZ{ERERIIZHES,

4.7.6 BELBICKDEHSNI-ZIEAE DB

A CP/CPSl4. 4. 2 FZIR/ICKAIHAEDAFHIIZHES,
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4.7.7 tOBEFRENDIHAERITAL

A CP/CPSl4. 4. 3 thDBEBZRE~DFRITEEIIZHD,

4.8 SIAZENZE R

RELEL,

4.9 SIAZEDOEE—BRE
4.9. 1 k%h=EH

HPCI SBEER X, U TOERISFELELISE . IPZDEDETS.

(1) FEBAEFIABICLDSEUNER
ARAZERHENE(RES)DER
SIAEFAEOMBERAERIELLJIIBBIEORNAHZEE

(2) HPCI-ID EEHEICLHERINER
AIAEFAEDOREMAER TSR o154
FAEKREX

(3) HPCI FERER/IC KD KNEH

- EIBAEFAEHNA CP/CPS HLLLIFFIFRIEICEDHSIEBEICERL-ES

MAEEEATLANTEES A AEOHEROBIAELLIIBFRIEDSRE
WhHDI5E
HPCI SREERICHE L TEHEDBHETHIHIBALIISE
HPCI Z2EEBH M CA ERDEFAELLIIBIRLDENLHZIEE
HPCI B2EE B DR EEER T I 5156

4.9. 2 KMHBFEH

(1) SEFAZEFIABICLORDEANRELGS
MEETE. RRANMEEERUY—EREEEHI HPCIHID BEEHEBEOF AE 2
[ZxtL. RNBFEEITS. RADBEIEL, HPCl BAERDHMICLY 11—tk
EBREEZTFT5,
(2) HPCI-ID BEMEIC KA ERANRLELBZE
HPCI iEASE /A HPCI REEB/IC L. KEBFEET,
(3) HPCI FRREBIC KA K HBHNRLELI-GE

——

TS EEE XL HPCI PMA DHIBRIZEY . £1F1T5,
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4.9. 3 XNBFDFHKE

(1) REBAEFIABIZLDER
® VSATUNIERE
A—HlE. KNBEHIRELIIGE . TESRYERONIZ. RYPEZILE
KEBEZLEAZ BEEXIENRET 5. BEERE L. —FORAERU K
MBEHOZLMHEREREL. ARERAARNBEETRE TS, RREET S5
Bl A—ERAD, FIREZHARMBEELHERITA—IILTRET S,
FABEZME REEEEXIETI—HITxL. A CP/CPSI3. 4 &¥HGE
DHEANERLZ L DBEETI.
FAESAE HPCI BEERICHUASBFEELEAL. RBARAEOLXDE
KT 5,
1EHPCI PO VR TIHEAERTU AT AICOS (L, SEBAZ L REICY
BEREROANETOIGEIE. LEEOFHEEITRZDBDET S,
® RRNIEAE. —EXFIRE
RAMEBEERVY—EREEE . KDFANREELES. TESRYE
PN KRB EICDELGTEERAR. AIAEZAANRET S,
FRAEZMAFE, RAMNEBERUY—EREEEICRL, & CP/CPSI3. 4 %
AR DRI CERALI T LB BB EITI,
FAZE M. HPCI RBEIRICH LA BRFES XML ZRSAHEORNZ
K35,
(2) HPCI-ID BB I X HEMF S
X CP/CPSI4. 9. 1 RMEBHIITRIEANLELIHE . HPCLHEREZEHERIL.
HPCI FREERANEMBEER LRIEDAREMBEA R LEFHEATEML., &Y
AEREDRMEIKET B,
(3) HPCI BREER/IC KK M F e
A CP/CPST4. 9. 1 &XMEHIITRIEHANELGE. RARLEEEXI
HPCI PMA D FIBRIZELY | R BABAE T RN T 5,

HPCI SRS L. k3hAEB5E T # . HPCI-ID B IEHBEI LT &= T EBE1T 3,

4.9. 4 KHEREFTOHFHIR

FEBAEF AE . HPCIHID BEEMAR U HPCI AR X KHBEISRLELIGE. TF
BBRYECMZ HPCI ZBEER ISR L . KR BEREITEDLAETNIZESRE0N,
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4- 9 5 At uE)EJb\gi)JJLIEEI_ai—CO)E#FEﬁ
HPCI FBEERIX. KMERHARLEL-IGE . BONEMAEZHIIT 5, HPCI 335
BlE. KD ERBEIN-BE. TIEKRBZRE 1 BURISEOHIZEKDLEETTS,
4.9. 6 BEIEFEITHTHEDEHRDEY
SEBAERIEE (X, FREERVYRIMIIZARSNTI=-RFFD CRL #EBIHZEIZLY., iE
BREDEMEEHERT D,
4. 9. 7 CRL %{TE#A
HPCI BREER/ L. XN EDHER UV ERMIZ CRLEHRITT 5,
CRL MAZNEAMIE 30 BEL. BLELEARAYINS 7 BRIE TICH =% CRL #&1T3
LMD ET B,
HE. BEERERICHLTIEL, 24 BEEIC CRLEZHITT 5,
4. 9. 8 CRL ABMD&wAKEIERFH
CA MM CRL 17, B/ ARDMIZEWTARTA2ETHORKRELE(L. 12 FHE
&35,
4.9.9 AS5ATHDEREN/ ATAHRA(OCSP) #ERNDER Y

HPCI F2EEE (&, OCSP [CKAEEFAEA IR DIZHIXITHILY,

4.9. 10 AUoFATOERIN/ ATARRAX(OCSP) EREITOI-HDEH

BRELEL,

4.9. 11 ZOMOF AR GEERNBINF R

RELEL,

4.9. 12 BEFORBIBIEDOEINLTEH

RELEL,

4.9. 13 iFHZED—RKRY
HPCI SREER/ (. SIBAZ D —BERIEE1THALY,
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4.9. 14 SIAZEO—BEREDBAE

RELEL,

4.9. 15 —BREBHEFOFHES

RELEL,

4.9. 16 FFBAZED—RHF{REHIM

BRELEL,

4. 10 EFFAERT—RRHY—E R
4.10. 1 SEAERT—AEARY—ERDODRRE
HPCI $25E/B (. CRL 2R RURIM) L TABT A2 LIz&Y  SIHZED A IERE
R#t9 5,
4.10. 2 Y—E XD FHEE

A CP/CPSI2. 3 AFDEEARIZHEE JIZHES,

4.10. 3 ZDHhDEFH

RELEL,

4. 11 H—EAMNSLDRE

SIRAZEFIAEMNIFAZEDFIHEZR T T 555, A CP/CPSI4. 9. 3 &MBEDFHKE
ZITHES,

4. 12 F—IRYO—(BFHET)EYAHNY

HPCI BREER L. BEFEEEZ1THELY,
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5. #isL. EEL ERLDER
5.1 YEMEX1)T,EE
5.1.1 RIEDORELEE

HPCI FREERDERIT. KE. HE. KKZDMDKEDHWEERHICR (TG
[CREL. BYEEL. ME. MARUFERABLED-HDERERNKEEZRT D, F
=, BRAYIHBFELERVFERANIHESN-REGGFICRET B,

HPCI BEBELR DA AZATRIEIETRY 28, BRLLJIEIRTIRFICLIYEMAS
[C—tIERLEL, CA FHRET. ERDSYIAICREL. ERSYIICIXEERHILERE
z#ELD,

5.1. 2 YEHT7TIER

HPCI REIREHRE T SV UEANDAEIL, FORMATLIZEWNT, AEERE
EEBRTILELNHD, AZDEIC. ERADAEIEREN R EEICKHEREL. #5l
BUEZTISEDNDETHD, IVVEADAREDFERIE. k. EEIND, ARE
[R50 (E, EREMICFIvIT5, AZEREZELLGEVWENISUEICAET 515
Bl AZHEREE T HIEBADRITHILETHD, AZEREHF-LOLEDAZERL,
AEBWEHERT S, F-. AEERZHALRITLI: 2 ZOBAIF. BATOREEEL.
NEEHNIZFIvIT S,

RVVENOBREDRICIE. AZEHERABDREEZRERT D,

CA EH#3R(I. YO VENICERORGEIVIEHREL. TVIRNITINET 5,

5.1. 3 EREREETRER
CAEHRBIZIX. pEBISCERAEBRYY—TILEZHEL TR LERENDEREERT 5,
TIOVERICIE, ERAZRBEHREL.CA ERBOBFEERVEEDFXEELZE
YT 5,
5.1. 4 KExE
TIOVER. BHITKEOWHELERZITHVMERICKREL. RKEREEFRET 5.

5.1.5 KEFHEUBENFE

HPCI IR DR ZERET 2BMIEL. THRBETHY .. BBK KA AE KR
ZiRZ 5.
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5.1. 6 &GRS
AL, BYRARESEATHOA TR ERNOEGE AR S EITIRET 5,

5.1.7 RELE
WEE, GIHEFEEOBEANBEREDEZLGHPCIZARDERMNEEHRIN-XER
Vit A EZRETIISEIL. MEMICESIZHIET 2. BEYIY T —2FETT
BHEEATREIZT HHEETELS,
5.1.8 A7 Ar\yo7vT

HPCI BREER L. A7 H A M\ o7y TE T,

5. 2 FREmEE
5.2. 1 BEIRERE
HPCI Z25ER DERAH LR ENZ LI TITTRY .

ﬁ 5_1 HPCI nL.nE)%a)]Em{$ﬁ%utiﬁ IJ

BE 4E L FHRERE
RALBEEE LGS
-CAMEREE
‘CAERBERIVIDOYEREE

E I EREAEAERT AR EBICREANLI AT LDERK
H—/I\DRANEEEDARANFER., FODN OB EMERER

CAERHE -CA BB OEML/IEE ML
SRRV RTL(CA H—INRA H—\YRTK)) DR RSF
=g
Ay ERE NV T VTR, QT 17 —HATIRAEDEE

R EE, FrERVEDOIEEEE
AT LOT REDRE (X2 T(ER)
FEIRANILTTRARY | *HPCIANILT TR LDIAZEF AICETALEHERD

HPCI-ID EE#E D ERAFEREIZLUTIZRY,



3 5-2 HPCI-ID EIE#ERE D& R {AH| 1% E)

EEE- el

FLEE

HPCI 7ho bk IdP EIEHERES
FIRE ST

-HEETEOAARER. I—TOEEMNEH N MDD
RANEEE  U—EXEEEOARAKEE. FQDN LD
EEREER

- 1—HOFRERHER
AEAENAENSIRESN-HEEZHE. EEKRSER
DHRE

HPCIEHEHB

IBAE R AEDRMEMABOEREMHR, HEKRORE
*Ilﬁﬁﬁ*ﬁ;—g%ﬁo) HPCI aits nE%/\a)i)‘jJ$

5.2.2 XHFEILICWEESNDAE

A CP/CPSI5. 2. 1 {EfEIT REREITEDON-ZBENFHL, LTDEFHEIZTDONT
L. EROBEBEEHOE AL VEHLULOESFERET D,

i% 5-3 ubnE%Eﬁq%iﬁl &*o(‘i’éﬁ\%%ﬁgl

x7 2B WER
R EFEMRIE RIAFEEEA B)
CA ERIZIELERE RIFEEEQR).CAEREQSR)
CA ZE RO FHAL/IEFHA CAERE(2£)
CAH—/ARAY—/\DEE CAEREQR2A)
SRV AT LDRSFERE CAERE(24)
EEQYERER RJEBE(14)

BEEOJIT—hATRAEDER Ny EEE (1 4)

Fin nIE)EJ/\)[/ijg

Fin nIE)%/\)[/jTXO(‘I %)

5. 2. 3 ERANEBITHHA L3
CA ERAENVRATFLEBEETIR. SRATFLIX. REENE LLEIERE THAZLED

A - FREEETT O

5. 2. 4 BB N LETEE
RIERELE. CAERE. 0V EBEMOEBRXTALT S,

34



5.3 AEMEE

5.3. 1 ER.BBRRUEZEICEATHIEHS
HPCIEREIBDERESICEAT A2 EH., Sif, BEE. EBEGERE L, JIRED
LN TS ABHEIZHES,
5.3. 2 BEDFAEBEFHE

BRELEL,

5.3.3 NL—ZU P EH
HPCI IR DERETS-OIRHELME. Bfi RUKBEREL T BT 255
BETS, £ ESh-XBIEOBRELREET S,

5. 3.4 BN—=UJHEEH
REGRHR. RBEFROZEFICLLT, BAREREDOHIH THEINIHERET 5.

5.3. 5 REXKOHAREIER

BRELEL,

5. 3. 6 HFaSNTULELMTENICXT B8
Bk MEIZEHST . K CP/CPS IZBLWTHRESNF=R)O—, FZR U HPCI 32
SRAEDBFIBEIERL-ERDHON-EE . EYGSIAZERT 5,
5.3. 7 FEXELICHTIZNEH

RELEL,

5.3. 8 EE~REMEIIDIXE

HPCI 2B DERICINELL DA CP/CPS IZRDGERFIEE., BET 5iEv=2
FIWLEZEEDHRBIZIGLTRET S,

35



5.4 BEEOYJFHE

HPCIZRSERIE. RERIBEEZ#HIFELTUNIEFBEMEL T, CA.RA RERFHE(C
BWTREL-EREZEEOJELTREET D,

5. 4.1 SBEINBIARULDIESE

HPCI EBEE/® (T, LT DIEME IR T 5. BRERKICIE. ANV DFEE. /AU MRAER
BRUAANVINEETFRBREORTLL, BERAEEZHF)EETLDLET S,
-CAQY
CA H—IN\~DTHt&ADY
EBREDFIT/ KR CRL DFEITAT
I>—Ay
-RADY
RA H—/I\~ADT7HUEARAY
SEBREDFT/RHOT
I>—ny
:0S PATAY/RT TN )T—rAT
" N—R 7 EF2TAED 21— LT THSMIELYS, ) Ay
Y UENRHEEER
YU UREERRE
-RELHLEEE
-BBINERDBEE
-HPCI-ID EEH#EI O XML& (Fv s RN

5.4.2 EBOJDERLEE

N7 EBEF, RAREREDETRICEITHEEDJ ORIEEITI,

5. 4. 3 EE&EOY DIRE HIR
EEONYX. 3EMRETS, -FFL.CAOS HSMOASIZELTIX 10 ERRET 5,

5.4. 4 BEEOTDIRE

CA.RA BRI HSM MO, OS #EEIZ kAT IR EEHEKT .
BYHEAREEENITHONTLWAERNDOREEICHEML, FELRBEOHIAZHIE
I 5,

36



5.4.5 BEBEOTDIN\YITITFHKE
CAERZEX. CAFICREZEIN-ZEOJEZTEHNICIEL. RELBIETRET D,

5.4.6 BEBEOVINESRT L

RELEL,

5.4.7 EEHRBEZRDAL

BRELEL,

5. 4. 8 Hfag5 14T

RELEL,

.5 BHEORE
5.5.1 7—hATT—2DiE%E

LTDERET—DATT—2ELTRET 5. BEHICOVWTR. EEBREST B
ZRET D,
(HPCI FREERBICELTHRE)
HPCI FREEB M FITLI-E TDHIIBAZE R U CRL
MAENRAE~NDBEMES

CA B2I<Bi 9 B 1EERCE
A CP/CPSI5. 4. 1 RREFENHANVIDEHIRET HEENT
BRAHR

FRAE~NRES DGBAEE
A CP/CPS, 7AJ7M LT ERVERFIEE
Z DM, HPCI PMA DREICHRIEEESE
(HPCI-ID EE#BIZELVTRE)
AAEFAENCDRERFE. SEMES G ENDIE—LEERRZDRRKE
MRS (Fov I URN)

5.5.2 7—h47IT—2NDEE MK

BEEHEOSIZEALTIL. & CP/CPSI5. 4. 3 BE&EOY DIFEHARIIIZHES, HPCI-ID &I
HEIZBNWTRETAIIRENASHIODERBHEE . EEMEFHIHNOIE—LE
EREREDRHFKICELTIE. 5 EBRET . TOMT7T—h4TT—2(CEALTIE. 3 &£

37



FRET D,

5.5.3 7—h4TT—52NDR#E

A CP/CPSI5. 4. 4 BE&EOYS DIFEIIZHKS,

5 5.4 PT—hATT—3DIN\vIT7vTFHmE

A CP/CPSI5. 4. 5 BEEOT DN\ I 7T FmE1HS,

5.5.5 P—hHA4TT—RIZRTBEA LRI TEH
BFT—ATRETBT7T—HAITT—EIZDOWTIE, BALRETEH 5T 5,

5.5.6 7—hHATT—32INES AT L

RELEL,

5.5.7 7—hH4TT—3DRIAFins

RELEL,

5.6 BOEH

CA MEROAMIARMAFAE DEAEDEMHRMIYLIEEDRNZ, #Hf=72 CA T
BROERETD M-LGHWERNERSNRIE. FLOBEREFEST, SEAZERY
CRL DREITEITI. = HLOHER TIIEAEDHETIXTHT . CRL DRITDAELT
Do

5.7 BOGBRIERVKENMSDEIR
5.7. 1 CAMEBRERILEOEIBFHKSE

HPCI PMA DREIZEDE, LTOFHEEE1TI.
HSM DB H#HOEEBEOHLEICLY CAMEZERIABIRELEEEE., BEFREA
BELf-E£T. £HBELZETI,
CA MEBMNEFRELI-EHIBRLIZG AL, ZOEEFI AL HPCI RIIFNIEEE
MERIIT DI RTLDNEET HIENBVESICFAED FHEITHEL. CA &L
BHEZEDE2TOHMBAEDKRHEITS.
HPCI FREER DR E MM HERINT-FF R T, -4 HPCI BRI R D BT EHAE
L. BEBELITI,

38



5.7.2 N—F9xz7 VIr 7 RIET—EBENSDEIBFHE

N—RxT7 VI TRIET—ENBERIIHESNIGEIE. \vIT7YTHD
N—ROx7 VIrDITRIEIT—RIZKY ., TEBETEOHNIZEIBEEEIT,

5.7.3 FIRENEROERILROFHKES

SIBAEFAE L. MBERBOBRIEXIIZFOZNNHDHE . HPCI RIEF/ICKL, T=
BRYFEPHNI IR BFATEDOERFNIEEGSAL, £, HPCI EIEERRN O FI AEWE
BNEIRIERIZFDORNAHEIES . HPCI EIEIEEEEILEOCHNIZEBRELZTHE
[Th(EESEEN,

5.7. 4 KEZRDEBEMRENE

CA MERDBIRIERUVERIEDENAIZELMGE . K CP/CPSI5. 7. 2 N—FDHx7,
VIR 7 RIET—AWIENSDEIBFHEE IIZHLVEIRT S,

.8 FRIIRDERIRT

HPCI IR/ HITAREIEFTDRT RUENIZHESINVITYTTF—REDREIZD
WTIE. BRI REEEICKYBEEEIZEXL. TEDEBRR T FHEE1TI.

39



6. HifiMtXa)T(EHE
6. 1 ERTHEREANRAL—IL
6. 1.1 BR7HER

(1)CA
CA DBERTIL, FBII/EEEE CAEREICKY, HSM TEREH S,
()F FHER
A—HFOBRRTIE. A—FHSDA U SA U FIAERTUERFICFERAEEEIX
TLRTERSIND,
RARRUVH—ERDERTE. EHRANR VY —ER L TRAMNEBERUY—
EXEEEIZIYERSIND,

6. 1. 2 WEZEBEDE T

(MA—Y T
DSATUNIAZEEIAZEEE ATLRIZOARET 158
A—UMERE. GIAZEEECATLAOAZRESN ., I —HIZIEEfA SN
(AN
D47 MERAEEI—NF O A—FT H5E
A—HWERIE. I —FICKVIIBAZEE S X T LMD PKCS#I2 B RIZTHE S
vO—kEhd,

QRARRUVY—EXDIBE

ERAMRUY—ERETHEREERT 5120 MEROEM EITHAEL,

6. 1. 3 CA~DF AENBERDEN
A—FOARBIL., SIBAEEE AT LNTERL. RA H—/n\~EftEhb, RAH—
INDSEFRAEHRITERELT CA H—n\~NEftehb,
RRARRUY—EZADAFEIE. RRAMEEERUVY—ERAEEENERL. SIAER
TER (CSR) EL T HPCI BREE A~ ET 5,
6. 1. 4 BIFEAND CA ANEHBOE R
CA SEBRZ (X, FIAR/VARPMIIZARLERT 5,

6. 1.5 ZITdYXLERE

ARESNABEDTILTIXLRVRERE, UTORYTHS,

40



x® 6-1 ERATIREER

EE B7ILTIVALEREER
CA i RSA 2048bit
FRER | V(4T UNERE RSA 2048bit
RANEBRE RSA 2048bit
H—E XFIERE RSA 2048bit

6. 1. 6 NEAB/NFA—FERRUVRERE

BRELEL,

6. 1. 7 % B #I(X.509 v3 KeyUsage Field)

CA. 1—H KRAFRUH—ERDARREBAZRELT, X509 v3 OYLERFEEZFEAL.

LTORABEHRET B,
& 6-2 BRAABEM
R BFAB
CA GEBAE keyCertSign, cRLSign
9547 REBAE | digitalSignature ,keyEncipherment
RAMEBRZE digitalSignature ,keyEncipherment
H—E XEERE digitalSignature ,keyEncipherment

6. 2 MERDORERVUESE 1—ILEMOEER

CA MBZBEA—THWERIZTODVWTHRET %, RRANRUY—E RDOMEZERIZDOLTIL.
RAMEEERVCHY—EREEENEIET S,

6.2. 1 BEE 1—ILDELERVEHE

(1) CA fn % i
FIPS140-2 LAJL 3 HHE D HSM IZXYRFET B,
(2) A—YWHiE
AT NIREZFIIAEE B A TLRAICOARE T HI5E
AERAEBEES AT LRICEWTHESIELRET 5. stAZEEE AT LAIFK. 72
FRICEWT EROHIEEE T —N\DHNTIERTREET S,
DSATUNIREZI—Y A FHoO0—RT H5E
A—HIE, SIAEEES XT LMD PKCS#12 R TEHrO0—K¥ 5, 40
—RLIEEAZERUBEIE. 2 — D EEEE-TRETI1DET S,

41



6. 2. 2 MEBEDEINFIE (n out of m)

CAMEREFERI HEMER. FEREREEL CAERENERT 5.

6. 2. 3 WERDHE

HPCI BREEB L. MZRDTEEF1THIELY,

6. 2. 4 MEBED/NVITVT

(1) CA Th%5 i
RIREREELCAERETEHRT 5, /\wI7vT LI CARERE. HSM b—2
VICRELMAEEICRET b, £ ERICRELGMERED HSM MEX—H LU
PIN &5 (/SXT—F) (X, AL TEETEHIGMITERELLLY,
(2) A—H IR
DSATUNEAEEIAZEE A TLRNIZOARET S5E
MHEEEATLADEBENVRATLDNYITYTELTERT ., /07
TIRERIE B AEANREEENTHON TS ENDERAIGEEREEICRE
EEGT
SATUNIAZEE - N T O0—FT 554
A—YRFT I O—RUIZEIBRE L. a—FOERD T/ IT7YTEITL. Ny
DTV TRKEREIGFHRIZRET 5.

6.2.5 WMEBDODT—hAT

WEBROT—HAT(FT0E,

6. 2. 6 MERDEESED1—IL~NDERE

(1) CA fn % i
HPCI ZREER DT U ERITFRESNT- HSM A TERL. Rk (X177,
(2) A—YWEHiE
DSATUNIAELZIAEEEVRATLAIZOARET H5HE
MEAEEEORATLICEWCHERE LR, BT 5120, ERETTHAEL,
DSATUMNIAEE LY T Yo 0—FT HI546
a—H&, PKCS#12 X TAH>A—KT %,

42



6. 2.7 BEEES 21— ILADOMEZEIZLN

(1) CA T % i
HSM DIEBED1—ILADEEK(E. BERBE/\VITYTRENSD)H/\) B
2173, ELLLFMBEEEL CAERAEBTERL. TR, D1a<Ed 15 XFD/N
AT—FANZERBELET S,
(2) A—YWEHiE
DSATUNIAZAAHEE B AT LARNICOARET HI5E
SIAZEEBIRATLALEDBEEDA—ILADEERIL, A —hoDA U S1VEE
BAE RITNERICHESBAERKRFIZITS, BAEMRE. 21— 12 HHUALEDN\RT—
FERESRIELELT S,
DTATUNEIREZI—YHAFHoO—RT H5E
MEAEEA Y AR A—YIRRKADBESED 12— ILAZRIND,

6. 2. 8 MERBEHILDAE

(1) CA T % i
2 2D CAERFEIZKY HSM HIZEWNT:ERIEESN S,
(2) A—YWEHiE
DFATUNIRAEZIIRAEE RV AT LAIZOARET HIHE
ERFI AORIRIC. SIAZEEEATLARICEWVNT, FEibtshd, EHED
EMEE 12 L ED/SRD—REESRHEDELET S,
DSATUNIAEE IR T Yo 0—FT HI56
ERFAQRIRIC. I—VIHARNICEWVTERIESN S, MEROEMHEIE.
12 HILA EDINRT—REHESFEE 2R ELET 5o

6. 2. 9 MEBRIEFTHEHILDAE
CAMZRE(L. 2 2D CAEBREIZEKEY HSM RIZEWNTIEFEIESNS,

6. 2. 10 MERWEEDHE

(1) CA fn % i
HSM N CA HEROIHEL., FRABHETELCAERENHSM ZHE1LT S
CEITELTITS. BB, EEFREN D HSM ZESNICHLHTIHAIL, YEMIC
HSM ZBIRY %,
T WET D CA MERD/N\VIT7VTREEENAFLHIHAL. WEMNIC
RAREIRIET B,

43



(2) A —TER
DTAT U NIRAEZIIRAEEEC AT LAIZOARET HIEE
SIRAEEEIRTLRRUNYITYTEERNO I —SBE RO EIL., SIEA
EEE 2T LAOEEENBRARTELADLSEDLN=FIBITHELNTS.
DSATUNIRAEEI—YNT 00— RT 5156
A—FRE Y O—RLI-EBE, LIz Ao 7y FTBIKIZDOLTIE, 12—
NEFXEZFH>THETHILDET S,

6.2. 11 EBEESE1—I/LOEE

CA MR RERINT D HSM (. FIPS140-2 L)L 3 HHL DEEF -,

6. 3 BRT7ERICEHIT St BEM
6. 3.1 NHBEBODT7T—Hh47

NEABX. 7T—HhAT TR EFNTREINS, REHEEFIZCOVLTIX., K
CP/CPSI5. 5. 2 7—hATT—2DREAMIZHS,

6. 3. 2 FIFAENER L DR KR UERT O EAHAM

HPCI RN RTT DEALAZ D AR, U TORYTHS,
x 6-3 EAZSOHEBIR

1EE AR
D2AT U NEBRE BFE4H24H8
RANERE BFE4H24H8
Y—EXGEAE BHE4H24H8

CA SIHAEDAMEAMIT. 10 FEBALGLLDET S,

6. 4 MERBOFEHILT—4
6. 4.1 FHIET—2DERRUVERTE

(1) CA i Z 8
CA MEZBEDFEMILIX., /ISAT—K R HSM B BIZKYITS, /AR T—FRIE. 4
HKEB 15 XFLUEEL, CAEEBRAEMNREL. HSM AANT %,

44



(2) A—YHEGR

A—HWEROFEET 2L FUFIUAAERITRERICI—FHALAN
SN 12HT LA ED/IRRT—FTHY . A—FHSDMER~DT IV ERFH/INAT—F
ELTERESNSD,

6. 4. 2 EHIET—ADRE

(1) CA %5 i
EHONERANZEY. CA BRENFIA. EEEE1T5. HSM MR, B
BEEEIBETELREE BV TRET S,
(2) A—TpER
A—PHRAALEIET—21E, 2— A BEEEL-TRETEEDET B,
6. 4. 3 FEMHET—2ICET 5D BHmE

RELEL,

6. 5 aAVEFa—4AtXaTF(EE
6.5 1 BFENIVEL—FtFX )T BT EH
CAH—/\IL. HPCI BRI/ EL TR ELHEED AERAT-EAKEL. K CP/CPSIZH
WTHRETZEHKICRELERT S,
6.5. 2 avEa1—StXaY T4 DEEE

RELEL,

6.6 FATHAUIIL X)) T(4EE
6.6. 1 VRATLHRAREE

RELEL,

6.6.2 Xa1)T4EHE

RELEL,

6.6.3 FAT7HAUILtXa1)T4EE

BRELEL,

45



6. 7 *AYLRIT—Otx 1) T4EE

HPCI FRRERIE. 77 A7 74— ILICEYN BRI T —IODODARET V2 RZEMH LT
%

CA & RA H—/\[], RA LEIBAEZE BB X T LML, 5 D@EER—F LM K IERE
RL. FERAZMHLT DX ) TR EITI, £1=. CAERAY—/ | RAGEFAEE
BIXTLMEOBERIE. £ THEEEINS,

6.8 AALARZIVT

HPCI FBEER (F. 1T PEAAERV AT ED RIS LT, EHG BT R URZIZEE
559 570, 24 LY —NIZEHBZIREZEITI,

46



EfBHZ CRL.OCSP 7774 JL

EFEAE /R U CRLZOT77A /LI, RFC5280 [Z#EHLL . RIEEHAEIRE/CRLTOT74(
JLERETZ(Z4E5, OCSP 7O 774 LI, FELLLY,

47



8. HEMMEEEZOMDETMH
8. 1 FEIMEEDHENITEY

HPCI FREE/B (. &K CP/CPS [ZEMLIERAMNGEEIN TS MIIDLNT, 1| FEIZHER
BEEETERT D,

HPCI-ID E RS (& . HPCIFRRE /A LR RENHFFHEF vV AMIHEL, 1 FEIZH
ERETMEEEL . #4558 % HPCI R/ A~RET 5,

8. 2 BEEANDHBILERE
BRI EEXBRURBAERBICHELZENT.

8. 3 BEEANLBFEETADER

HPCI ZZEIRDAEEE (L. HPCI IR DEEMNEMT 5, HPCI-ID EIEHEI D NER
FTfIL. HPCI-ID BIE#E N ZEENEET 5.

HEREEE L, UG EEEZ L DBATAB O MHEAERTES,

1120)1=:§E—C§%)uu nIE)EJbnﬁﬂﬁimnﬁﬁﬁ\%ﬁ[‘n;1ﬁé112§§LT’iﬁA 1K$EL1T’$$%'1
IS ELGBREA DRI NIELSEL, f=F2L. HPCI 52:E/H & HPCI-ID & IE14ES
DERBYNELLOTSOERIEZRKRL

8. 4 BEETHhhHhNSEIE
HPCI FREEBDFRELEFEN . & CP/CPS RUERAFIEEEICEMLTEESNA TS
NEFIDIZEEEITS.
5 BEEEMBIEADXRIG

HPCI PMA (. EONIEHBEEADREHBEZRL. IS AMERET 5. RE
B IEHEEADORIGHEEZEEACIRBLU HPCIRIIR A EEZ S TTAFETRIRE
Eﬁﬁlt\j—éo

6 EEFEROBET

#EE(X. HPCI PMA R HPCI ZEIBDERZERICAMEINDG, TDHMADER
#FERDORARIZDULTIL, HPCI PMA IZTRI B %4514 5,

48



9. DX EDERBRVERIRE
9.1 ¥&

HPCI A Y —L 7 LIZEBWTESH S ARIZIZHES,

9. 2 HAEHMEE

BRELEL,

9. 3 EFHFEROMWEE

HPCI EREEB . MEFHRDFRERVIRYKRWNICOVNT, BLFHRFARADED S
LT DRIBIZHES,
B8 AT LHRBBER T2 TR —
http://lwww.rois.ac.jp/pdf/security _policy.pdf

9. 3. 1 WMEIFH

A CP/CPSI2. 2 FEFAIRIRD ) THHRMICREINSFHRERE. BET HL2TD
EREMERNET D, MEFRIOVTE. E=EFICATRURHRLEVNEHRIZ, BE
HEHEZBA TERALGD, MERNET HERE. BRFRESOSERUVEIEER
NEBERXFETEH. REIZRET S,

9. 3. 2 MEBHRFARINDIFH

AR CP/CPSI2. 2 FERAFHR D NI TRENDIFRIE. MEHRELEL,
FABEOIHAENKRNSNDIZES. CRL [TEREHASFENLAMSND, D CRL [
BENLIEHDA . KHBHIWBFERERGILG, KAICET 520t OFEMIFRIE.

ARLEEL,

9. 4 EAANIBEHRODIRE

HPCI F2EE/E (&, HPCI-ID EEEEA~FIAE N SR RINLHENERZ . SIAEERT
BURMT 5-OICRBELEHEEEZ TERALEL,
FIRAENSDERNH-BEIE. MEICTARATHAZEEHEEL., LT DIEHREE
=9 %,
HPCI-ID B IR R U HPCI R B~ D RITHFEEZLE
ARAERHEE
FEBAEIKRE

49



Z0M. AANFHROIMYKZNELTIE. BLFERFEARAAEDDLUT OHRIEIZHE
Do
FHR - AT LR EEE AN B R RERZ
http://www.rois.ac.jp/pdf/3-10.pdf
NIl BN EERRERTREARIZDONT
http://www.nii.ac.jp/disclosure/privacy/

9. 5 XRIBAEE

HPCI ZREER &, FITLUISEBAZE (XL, Wfal4E5 IPR £, F5RLALY,

9. 6 XREAREE
9. 6.1 HPCI RS RN EREERE

HPCI SZ2ER/IE. U TOEHKLEEREEET 5.
7N CP/CPS [ZEDEHAEDRIT. KDEITI,
CAIHAZDTEHRE U CRLIZDOWT, VAT LRFHREDERIZKD—HFZL.
REAROUE/LEVGEDFELEERE, RiTER., BEARVRDAIIZERL. 2
9%
SERAZEFITICKRL T, @HALT- CP/CPS #HE T %,
7K CP/CPS [CEDGHEVILFRIIEHZ LT FITUIEAEAZE R U CRL IZDLVT,
ZORTL-FHRTOERMEICEI SEREER D, HPCI RIALR/E. Chon1E
MICIFBEERNELTVEIN, EZFICLIBRIA. (HBEOERLEIZLD)
EEZT7INTVALDEEILNH1=5E . TOEREIERIITELL,
HPCI I/ DMBZRICONWT, B MARFICISBRIEALLGVELI K
CP/CPS [CEDEEUIL R EHZEIT,
HPCI-ID BN DEEREFEEZRRT S,
FEEBAEFIRE R OB OB A SFREEICEE T 4% &, HPCI-ID BRI &&E 8
LTE#®Y S,
HPCI-ID EEEE(ICxL. EREHZTMFTv I AL TRRL. EHDE
SFIRIREBIET S,
HPCI-ID BE#ERUIAZEEESATLLEOETOEEEESEL. 2D
DHEELGEZIELTERT D,

50



9. 6. 2 HPCI-ID EIEBENEELETE

HPCI-ID EEEMEIL. L TORBLEEEEF T 5,
A CP/CPS IZEDE FIHAEFAENSDMHAEDRIT. EFRUVXHHEIC
BRLT. 21X, SIAEFAERUEBOHA RAEHEEICITI,
MAEFAEORLDER. FIAEHOBAELRONTRATTEEEL . AN
L7=3Zm& (&, HPCI BRREBICxiL . SEBAE KRB EEZE1T O,
HPCI FREERICL T, FEBAERTURTLEEEL, REICA—T DOIIRAER
HIFH (HPCI-ID, RFKB) DEMFEIT,
A—HIZHL T, AEAEDORTRETEMHEEE AT LLEELTEMNT 5,
BEHEFRICBVTAFL-AIAZFAEDEREZARCP/CPSIZESH LN T-H]
M. REIZRET S,
HPCI BREIRODEREHEE5FT 516 . REFTME EHMICEREL. 2%
HPCI PMA ~$#j&9 5%,
FEEDVRATLIZHT S HPCI-ID EEHEATORIFRIE. T HESLINT:
FYRT—ITEELGFNITESA,

9.6.3 FABENDEHRLEHE

MAEMAEE. LTORBEETEZET S,
HPCI-ID B R U HPCI LB ICx§ HREBAZE RITRIE KM BE LTI,
EEHEERZTIRTT B,
SEBRE D EFF (L. HPCI FREI /M DRSNS FIEEICHRELVEIET D,
FEBAZE (L. K CP/CPS TESHDHEHBEN D ARAZIZHERALGL, - BHH
MZEEBA THEALLL,
MEROFHEART—RE, FIAEEFOERITEVNTRLRIZEET S,
SEBAERUVBEBERICONT, B MEAFICLIMEROERIENGVLSIE
HILHHEZHS,
MEROZHCNDE MEROBIMIERIIERIEDOSETNANECIIES). AT
REDFRAFELENRKELIIGEE. RAIELTIEXRALANICKSBEET
Do
RANEBERUVY—EREEE (L, RRMIAE. Y—EXFIAEIIDOLT—
DOV T—D I T4T4IZBEFIT5,

9.6. 4 BIIBEDEFHLEEE

SIAZERIIEIL. ULTOEBREEEEZET S,
SEBAZERREIE (X, HPCI LR DEIR/IRD R IZEHS CP/CPS #EfELRE

ol



EER

FEBAEI(L. A CP/CPSI4. 5. 2 HRIIFICKDFAED AR LIREDFIA]
[ZIRET DAELSMFERALTIIUIFAL,

SFBAEREIE (. SIBAZOANMEIZ OV T, BN EDEIAEN HPCI FREEH
DNORITINE THAZERVIEHAENHEASNTWRNLEHEET S,

9. 7 BRI

HPCI FEEE/BI&. & CP/CPS [CREEH L THAEEZEFL. BEBHFHICEET S LD
HPCI IR DZEAZITIN. CHITHEHLL T HRELIBEIC DT, HPCI BB ER/IE—
DDERZEDLENELDLET S,

HPCI FREE/B (&, SEBAE FI A& R UGEBAZHREEIE A A CP/CPS [ZREE SN TS EIE
[COVWTRELGERZIREL. TONBELETTHILEEET HHY, HPCI FREER/ L. 1t
DEBREICKL, SIAEFAERVIIAERIIEN9. 6. 3 FIAEORBLERIR
UT9. 6. 4 REIIBDRFBEEEIRBEINTVADEEEZETT HEIERIELEL,

9. 8 EFEDHIR(FEFHER)

SIBAEZEFIBEENMNID. 6. 3 FIABEDRFEEREIERLI-CEICERLTEL-EE
RUGIEAZRIIENTO. 6. 4 BRIABFBOEHEEFRIERLI-CEICERLTELE
ZF(ZEAL.HPCI /I, BREICRL—VDEREZEDLEVEDET S,

9.9 &

AEAEFAEF.T9. 6. 3 FIABEORBEEFI LT EZBICHLIEEFESA
B8 REZITOLELAH D EASRIAEL. 9. 6. 4 RAFDORBEER KD
TE=ZFHIIHLEBEEZSABE. HEEZITILELNHD. BE. BEFRERICI. HF
DEEFEHMICBVTEMNICHEBRETIDDET S,
9. 10 XEDHEMBIPREMRT

A CP/CPS (X, HPCI ZRSI BN EHER T LB R TENELS,

9. 11 BAREROE A& &EHE

RELEL,

52



9. 12 &ET
9.12. 1 HETF &K=
HPCI 25/ 1. & CP/CPS L E(ZIGLTERE T 5,
ZEANRITDULTIE, HPCI PMA TRELEEET %, £-. APGridPMA [Z&% CP/CPS
M MICS #HMZfHI 2 EBEZZH-BEX. BEREEZT5,
ZHELT= CP/CPS [F, Ay —/N\—Da B BHEHHL., #Hi=% 0D ZE|YiR5,
BE.BRFEBEZEOBRMAERICDONTIE HPCIPMA ORZRIITELL, RIIREE
EDREICEDIE LTEETS. TOBR. R4 F—/N\—CarBESEZEHL, #Hif-4 0D %
BIVYIRS,
9.12. 2 BAAELHEIME
A CP/CPSZZEHELI-IGE(X., BOMNIEIARIKRSIIZTLART %, CNEL-TEE
BEFRAERVIIAERIIZF~DEBEHNET 5,
9.12. 3 OIDDZLEHE

A CP/CPSI9. 12. 1 HETFHmEIITHES,

9. 13 MFMRRFHE

RELEL,

9. 14 EJL
HPCI BB/ EMABREDRITRENELLBRICERASINSES (T BREREEZE
WEET D,
9. 15 HEREDEST

RELEL,

9. 16 Al
9.16. 1 E£BEXKIE

BZREDIEFEHEICEEZEYT S, A CP/CPS RUZFDMD K. EEDHREILX. &
CP/CPS MEIERDESHHELTNDIGAEBRE, EMICKST OBETIBIE. WE., BN, £H,
BIRR R (IR TIEAHILIETELGWLEDET B,

93



9. 16. 2 ¥EFEEESLIE

2!: CP/CPS RUZ DM, BEICKYRESINTI-ERZIFIL. HPCI FREL/HEERID
BHKEZHEIEE. *E‘f;ﬁé_tli'cét;h\

9. 16. 3 HEtKIE

ZIK CP/CPS RUZDMMD K, AED—EDDREA . LWAEHEE THLEYITHIT

BETHIESNTIGETH>TEH. KACP/CPS RUZT DD K. EEDZDHDIRTE
OD;E»JJ'IEH FFEERIFEST . HPCIEAI RN AR ER T HANRICRLAENICERT 5L
SERENDIDET D,

9. 16. 4 BHBITFE(FELERARVIEFNKE)

HPCI FBEER/I&. & CP/CPS RUZ DD, EREICKURESNIAERRFEHE-S
NTLEWEHIBFLIZBE XIEAKR CP/CPS RUEZMEICEDLNTULVENWEIEDLINLD
XEDHRRICEALTRERENELBE. K CP/CPS RUF DD E2H ., AEE—HAMITHK
TIEBIENTEDEDLET B,

Ff-. AIAENRAERVIIRAERAE IS T RBROT-OD HPCI RILHAIDFH+iE
TERIE. SEAENAERVIAESRIIBICHERTHIENTELLNDLET S,

9. 16. 5 ARl AHEKIE

UTDOERNHEELIIGE . HPCl BB AUV ETORBFREL. SEAZEF AE R VLA
EREICHLEEZRADEL,

(DHFE ., KE.BARGEDHLWHRKITERT HEE

QKK FBLGEDHLWHKEISERT HIEE

Q#E. BERVEZDMDHoPESF AR AISERT HIEE

9.17 ZDihDEIE

RELEL,

54



	HPCI認証局運用規程
	Ver1.8
	HPCI認証局ポリシー管理委員会
	１． はじめに
	１．１ 概要
	１．２ 文書の名前と定義
	１．３ PKIの関係者
	１．３．１ HPCI認証局
	(1) HPCI認証局ポリシー管理委員会
	(2) CA
	(3) RA
	(4) 認証局リポジトリ

	１．３．２ HPCI-ID管理機関
	(1) HPCI運用事務局
	(2) HPCIアカウントIdP運用機関

	１．３．３ 証明書利用者
	(1) 証明書利用者

	１．３．４ 証明書検証者
	(1) 証明書検証者

	１．３．５ その他関係者
	(1) 証明書管理システム
	(2) 証明書発行システム


	１．４ 証明書の用途
	１．４．１ 証明書の用途
	１．４．２ 禁止されている証明書用途

	１．５ ポリシー管理
	１．５．１ 管理組織
	１．５．２ 連絡先
	１．５．３ 適合性の責任
	１．５．４ CPS承認手続き

	１．６ 定義と略称

	２． 公開と認証局リポジトリの責任
	２．１ 認証局リポジトリ
	２．２ 証明情報の公開
	２．３ 公開の時期又は頻度
	２．４ 認証局リポジトリに対するアクセス管理

	３． 識別及び認証
	３．１ 名前
	３．１．１ 名前の種類
	３．１．２ 名前の意味に関する要件
	３．１．３ 利用者の匿名、仮名についての要件
	３．１．４ 種々の名前形式を解釈するためのルール
	３．１．５ 名前の一意性
	３．１．６ 商標の認識、認証及び役割

	３．２ 初期登録時の識別
	３．２．１ 秘密鍵の所有を検証する方法
	(1) クライアント証明書
	(2) ホスト証明書、サービス証明書

	３．２．２ 組織の確認
	３．２．３ 利用者の確認
	(1) ユーザの確認
	(2) ホスト管理者、サービス管理者の確認

	３．２．４ 審査対象としない利用者情報
	３．２．５ 権限の正当性確認
	３．２．６ 相互運用性基準

	３．３ 鍵更新申請時の識別と認証
	３．３．１ 鍵の定期更新時の識別と認証
	３．３．２ 失効後の鍵更新時の識別と認証

	３．４ 失効申請時の識別と認証

	４． 証明書のライフサイクルに対する運用上の要件
	４．１ 証明書申請
	４．１．１ 証明書申請を提出することができる者
	４．１．２ 申請及び責任
	(1) クライアント証明書
	(2) ホスト証明書、サービス証明書


	４．２ 証明書申請の手続き
	４．２．１ 識別及び認証の実施
	４．２．２ 申請の承認及び却下
	４．２．３ 証明書申請の処理時間
	(1) クライアント証明書
	(2) ホスト証明書、サービス証明書


	４．３ 証明書発行
	４．３．１ 証明書の発行処理
	(1) クライアント証明書
	(2) ホスト証明書、サービス証明書

	４．３．２ 利用者への通知
	(1) クライアント証明書
	(2) ホスト証明書、サービス証明書


	４．４ 証明書受領
	４．４．１ 証明書受領確認
	(1) クライアント証明書
	(2) ホスト証明書、サービス証明書

	４．４．２ 認証局による証明書の公開
	４．４．３ 他の関係者への発行通知

	４．５ 鍵ペアと証明書の用途
	４．５．１ 利用者の秘密鍵と証明書の使用
	４．５．２ 検証者による利用者の公開鍵と証明書の利用

	４．６ 鍵更新を伴わない証明書更新
	４．７ 鍵更新を伴う証明書更新
	４．７．１ 証明書更新が行われる場合
	４．７．２ 証明書の更新申請を行う者
	４．７．３ 証明書更新申請の処理
	(1) 証明書の有効期間が満了する場合
	(2)　証明書失効後に再発行を行う場合

	４．７．４ 利用者に対する証明書更新の通知
	４．７．５ 更新された証明書の受領確認
	４．７．６ 認証局による更新された証明書の公開
	４．７．７ 他の関係者への証明書発行通知

	４．８ 証明書の変更
	４．９ 証明書の失効と一時保留
	４．９．１ 失効事由
	(1) 証明書利用者による失効事由
	(2) HPCI-ID管理機関による失効事由
	(3) HPCI認証局による失効事由

	４．９．２ 失効申請者
	(1) 証明書利用者による失効事由が発生した場合
	(2) HPCI-ID管理機関による失効事由が発生した場合
	(3) HPCI認証局による失効事由が発生した場合

	４．９．３ 失効申請の手続き
	(1) 証明書利用者による失効
	(2) HPCI-ID管理機関による失効手続き
	(3) HPCI認証局による失効手続き



	HPCI認証局は、失効処理完了後、HPCI-ID管理機関に対して、失効完了を通知する。
	４．９．４ 失効要求までの猶予期間
	４．９．５ 認証局が失効処理を行うまでの時間
	４．９．６ 検証者に対する失効情報の要件
	４．９．７ CRL発行周期
	４．９．８ CRL公開の最大遅延時間
	４．９．９ オンラインでの失効/ステイタス（OCSP）確認の適用性
	４．９．１０ オンラインでの失効/ステイタス（OCSP）確認を行うための要件
	４．９．１１ その他の利用可能な失効通知手段
	４．９．１２ 鍵更新の危殆化の特別な要件
	４．９．１３ 証明書の一時保留
	４．９．１４ 証明書の一時保留の申請者
	４．９．１５ 一時保留申請の手続き
	４．９．１６ 証明書の一時保留期間
	４．１０ 証明書ステータスサービス
	４．１０．１ 証明書ステータスサービスの内容
	４．１０．２ サービスの利用時間
	４．１０．３ その他の特徴

	４．１１ サービスからの脱退
	４．１２ キーエスクロー（鍵預託）とリカバリ

	５． 設備上、運営上、運用上の管理
	５．１ 物理的セキュリティ管理
	５．１．１ 設備の所在と構造
	５．１．２ 物理的アクセス
	５．１．３ 電源設備と空調設備
	５．１．４ 水害対策
	５．１．５ 火災予防及び防火対策
	５．１．６ 媒体保管
	５．１．７ 廃棄処理
	５．１．８ オフサイトバックアップ

	５．２ 手続き的管理
	５．２．１ 信頼すべき役割


	HPCI-ID管理機関の運用体制と役割を以下に示す。
	５．２．２ 業務ごとに必要とされる人数
	５．２．３ 各役割における識別と認証
	５．２．４ 職務分離が必要な役割
	５．３ 人事的管理
	５．３．１ 資格、経験及び経歴に関する要件
	５．３．２ 経歴の調査手続き
	５．３．３ トレーニング要件
	５．３．４ 再トレーニング期間と要件
	５．３．５ 役割交代の期間と順序
	５．３．６ 許可されていない行動に対する罰則
	５．３．７ 請負業者等に対する契約要件
	５．３．８ 要員へ提供される文書

	５．４ 監査ログ手続き
	５．４．１ 記録されるイベントの種類
	５．４．２ 監査ログの監査頻度
	５．４．３ 監査ログの保管期間
	５．４．４ 監査ログの保護
	５．４．５ 監査ログのバックアップ手続き
	５．４．６ 監査ログ収集システム
	５．４．７ 記録事象の通知
	５．４．８ 脆弱性評価

	５．５ 記録の保管
	５．５．１ アーカイブデータの種類
	５．５．２ アーカイブデータの保管期間
	５．５．３ アーカイブデータの保護
	５．５．４ アーカイブデータのバックアップ手続き
	５．５．５ アーカイブデータに対するタイムスタンプ要件
	５．５．６ アーカイブデータ収集システム
	５．５．７ アーカイブデータの検証手続き

	５．６ 鍵の更新
	５．７ 鍵の危殆化及び災害からの復旧
	５．７．１ CA秘密鍵危殆化時の復旧手続き
	５．７．２ ハードウェア、ソフトウェア又はデータ破壊からの復旧手続き
	５．７．３ 利用者秘密鍵の危殆化時の手続き
	５．７．４ 災害後の事業継続性

	５．８ 認証局の業務終了

	６． 技術的セキュリティ管理
	６．１ 鍵ペア生成とインストール
	６．１．１ 鍵ペア生成
	(1)CA鍵
	(2)利用者鍵

	６．１．２ 秘密鍵の配付
	(1)ユーザ秘密鍵
	(2)ホスト及びサービスの秘密鍵

	６．１．３ CAへの利用者公開鍵の送付
	６．１．４ 検証者へのCA公開鍵の配布
	６．１．５ アルゴリズムと鍵長
	６．１．６ 公開鍵パラメータ生成及び検査
	６．１．７ 鍵利用目的(X.509 v3 KeyUsage Field)

	６．２ 秘密鍵の保護及び暗号モジュール技術の管理
	６．２．１ 暗号モジュールの標準及び管理
	(1) CA秘密鍵
	(2) ユーザ秘密鍵

	６．２．２ 秘密鍵の複数人制御（n out of m）
	６．２．３ 秘密鍵の預託
	６．２．４ 秘密鍵のバックアップ
	(1) CA秘密鍵
	(2) ユーザ秘密鍵

	６．２．５ 秘密鍵のアーカイブ
	６．２．６ 秘密鍵の暗号モジュールへの転送
	(1) CA秘密鍵
	(2) ユーザ秘密鍵

	６．２．７ 暗号モジュールへの秘密鍵格納
	(1) CA秘密鍵
	(2) ユーザ秘密鍵

	６．２．８ 秘密鍵活性化の方法
	(1) CA秘密鍵
	(2) ユーザ秘密鍵

	６．２．９ 秘密鍵非活性化の方法
	６．２．１０ 秘密鍵破棄の方法
	(1) CA秘密鍵
	(2) ユーザ秘密鍵

	６．２．１１ 暗号モジュールの評価

	６．３ 鍵ペア管理に関する他の局面
	６．３．１ 公開鍵のアーカイブ
	６．３．２ 証明書の運用上の期間及び鍵ペアの使用期間

	６．４ 秘密鍵の活性化データ
	６．４．１ 活性化データの生成及び設定
	(1) CA秘密鍵
	(2) ユーザ秘密鍵

	６．４．２ 活性化データの保護
	(1) CA秘密鍵
	(2) ユーザ秘密鍵

	６．４．３ 活性化データに関する他の局面

	６．５ コンピュータセキュリティ管理
	６．５．１ 特定のコンピュータセキュリティ技術要件
	６．５．２ コンピュータセキュリティの評価

	６．６ ライフサイクルセキュリティ管理
	６．６．１ システム開発管理
	６．６．２ セキュリティ管理
	６．６．３ ライフサイクルセキュリティ管理

	６．７ ネットワークセキュリティ管理
	６．８ タイムスタンプ

	７． 証明書、CRL、OCSPのプロファイル
	８． 準拠性監査とその他の評価
	８．１ 準拠性監査の頻度又は条件
	８．２ 監査人の識別と資格
	８．３ 監査人と被監査人の関係
	８．４ 監査で扱われる事項
	８．５ 監査指摘事項への対応
	８．６ 監査結果の開示

	９． 他の業務上の問題及び法的問題
	９．１ 料金
	９．２ 財務的責任
	９．３ 業務情報の秘密性
	９．３．１ 秘密情報
	９．３．２ 秘密情報対象外の情報

	９．４ 個人情報の保護
	９．５ 知的財産権
	９．６ 表明保証
	９．６．１ HPCI認証局の義務と責任
	９．６．２ HPCI-ID管理機関の義務と責任
	９．６．３ 利用者の義務と責任
	９．６．４ 検証者の義務と責任

	９．７ 無保証
	９．８ 責任の制限（義務違反）
	９．９ 補償
	９．１０ 文書の有効期限と終了
	９．１１ 関係者間の個別通知と連絡
	９．１２ 改訂
	９．１２．１ 改訂手続き
	９．１２．２ 通知方法と期間
	９．１２．３ OIDの変更

	９．１３ 紛争解決手続き
	９．１４ 準拠法
	９．１５ 適用法の遵守
	９．１６ 雑則
	９．１６．１ 完全合意条項
	９．１６．２ 権利譲渡条項
	９．１６．３ 分離条項
	９．１６．４ 強制執行条項（弁護士費用及び権利放棄）
	９．１６．５ 不可抗力条項

	９．１７ その他の条項


